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DSS Data Collection online system user responsibilities
It is the responsibility of all employees of DSS Service Providers to ensure the DSS Data Collection online system is properly secured and controlled, and that IT Security Policy is adhered to.

In particular, all staff have a responsibility to ensure the following:

· Access privileges

Employees of DSS Service Providers must only access facilities they have been authorised to use.  No attempts are to be made to bypass or defeat the security systems or to obtain the use of privileges issued to other contracted employees of Service Providers.

Never use or share another person’s User ID or system User Name, or disclose your password.

Individuals are personally responsible for any computer processing performed under their User ID or system User Name.  Should security breaches of this type occur, the offending User ID or User Name will be suspended pending an investigation.

Access will be monitored by DSS.
· Confidentiality of passwords

Personal passwords are regarded as sensitive and must be protected from disclosure and compromise.  Passwords must meet complexity requirements and must be changed by the user immediately following a password reset.

· Software security

The copyright of software and the integrity of system configurations and software are not violated.

Contractual responsibilities for DSS Data Collection online system users
The following are a summary of the relevant terms and conditions for access to the system.

Any unauthorised and intentional access, destruction, alteration, addition or impediment to access or usefulness of personal information stored in any computer in the course of performing this Contract is an offence under the Crimes Act 1914 and Criminal Code Act 1995, which may attract a substantial penalty, including imprisonment.
· Privacy
DSS is collecting the personal information on this screen to authorise employees of DSS Service Providers to access the DSS Data Collection online system.  Your personal information will not be used for any other purpose, added to any mailing list or be disclosed to any person or organisation without your consent, unless authorised or required by law.
· Promoting efficient, effective and ethical use of IT resources

Use of Commonwealth computing facilities for unauthorised purposes including illegally accessing a computer service, downloading or distribution of inappropriate, undesirable or offensive material, may result in court prosecution.
· Reporting lapses of security

Any known or suspected attempts to breach the user responsibilities specified above must be reported immediately to the relevant DSS Data Collection online system Help Desk on reconnect@dss.gov.au.
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